IT, Data, CRM & Information Governance Coordinator
Reports to: CEO
Location: Herefordshire Mind, Hereford (with some flexible working)
Hours: 25 hours per week fixed term for six months, with the potential opportunity for long term reduced hours support following successful completion of fixed term contract.
Salary: £19,188 per annum, for 25 hours. Full time equivalent salary is £28,399.
About Herefordshire Mind
Herefordshire Mind is a mental health charity supporting vulnerable individuals and communities across the county. We handle sensitive personal, health, safeguarding, volunteer, supporter and employee information and are committed to protecting this data while delivering high-quality services.
Purpose of the Role
The IT, Data, CRM & Information Governance Coordinator will lead the charity's technology, cyber security, CRM, data management and information governance functions. The role ensures systems are secure, compliant and effective, supporting both service delivery and organisational growth.
Key Responsibilities
IT & Digital Services
· Manage and develop IT infrastructure, Microsoft 365, SharePoint, Teams and CRM systems.
· Lead digital transformation and technology improvement projects.
· Manage IT suppliers, contracts, licenses, equipment and budgets.
· Maintain IT asset registers and support arrangements for staff and volunteers.
· Lead the safe and effective use of AI and emerging technologies, ensuring compliance with data protection, cyber security and information governance requirements while identifying opportunities to improve efficiency and service delivery.

Cyber Security
· Develop and maintain cyber security policies and controls.
· Manage access controls, MFA, endpoint protection and security monitoring.
· Conduct security audits and support Cyber Essentials accreditation.
· Lead responses to cyber security incidents and deliver staff awareness training.
· Manage FOI and SAR requests.
CRM & Data Management
· Act as system lead for Tacklit CRM.
· Improve system functionality, reporting, dashboards and automation.
· Maintain high standards of data quality and governance.
· Support impact measurement, organisational reporting and decision making.
Information Governance & GDPR
· Ensure compliance with UK GDPR, Data Protection Act 2018 and Caldicott Principles.
· Lead data protection reviews, DPIAs and information governance activities.
· Manage data sharing agreements, privacy notices and records management.
· Promote best practice in confidentiality and data protection across the organisation.
Data Breaches & Risk Management
· Lead investigations and responses to data breaches and security incidents.
· Maintain breach registers and response plans.
· Report incidents to the ICO where required.
· Ensure lessons learned are implemented and risks reduced.
Essential Experience
· IT systems and infrastructure management.
· Cyber security and information governance.
· CRM administration and development.
· GDPR compliance and handling sensitive information.
· Data reporting, analysis and performance monitoring.
· Supplier and project management.
Essential Knowledge & Skills
· Microsoft 365 administration and cloud technologies.
· UK GDPR, Data Protection Act 2018 and Caldicott Principles.
· Strong communication, organisational and problem-solving skills.
· Ability to explain technical issues to non-technical audiences.
· Experience leading change and continuous improvement.
Desirable Qualifications
· Degree in IT, Cyber Security, Data Management or related field.
· Microsoft certifications.
· Security+, CISSP, CISM, ITIL or Data Protection qualifications.
· Experience within the charity sector.
Other Information
The postholder will be expected to work flexibly when required, maintain confidentiality, complete mandatory training, follow organisational policies and contribute positively to the charity's values and objectives.
This role is key to ensuring that Herefordshire Mind's technology, data and information systems remain secure, compliant and effective, helping the charity maximise its impact and support those who need us most.
The role will require a DBS check.

